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Burglary – A Brochure & Report to the Board
Author’s note: This brochure is dedicated to the credit union building committee and security officers who are responsible for safeguarding your credit union property. Complete the Burglary-Self Assessment Tool in the RMLearningCenter.com tool box and use this brochure as an outline for writing your own risk management report to upper management. For additional assistance in security design and Risk Management go to our NIBESA faculty representative at RMLearningCenter.com, check out our security catalog and benefit from direct links to ASIS and other security professionals.
Burglary is a “non-business hour” event that occurs while you’re relying on physical security (“burglary resistant” doors, locks, safes, and vaults) and alarm security such as “burglary resistant” object, perimeter and area alarms to detect and discourage the burglar. Note the operative words here are “burglary resistant.”  Nothing is “burglary proof.” 

You can not avoid a burglary. There will always be someone who will try if for no other reason than to vandalize your property. So focus your risk management efforts on reducing the risk of burglary. For example, train all credit union staff to conduct an on-going cash flow analysis and limit currency stored on premise as much as possible. Store all cash items in “burglary resistant” safes and vaults rather than in a “fire resistant” safes and vaults. That will force burglars to show up with more than a hammer and chisel to gain entry. Design buildings and landscape according to “Crime Prevention through Environmental Design” principles and install “tamper resistant” locks and security hardware. That will discourage most of the unskilled burglars and convince the skilled to find an easier target. 

Author’s note: Before reading this brochure, go to the Risk Management Learning Center - Tool Box at RMLearningCenter.com and complete the “Burglary Self Assessment Tool.” You’ll then be able to adopt recommendations in this brochure to your specific RM needs. Conduct a self-assessment for each office. Edit, cut and paste recommendations from this brochure to your report to upper management.    

The Stage is Set!

It’s late Friday afternoon. The Credit Union Board of Directors just voted to build a branch office near the sponsor’s plant. The plant is in a high crime rate neighborhood but 96.4% of your members now live and work within one mile of the plant and need to be served. So, the Board also voted to expand member services to include cashing payroll checks, selling traveler checks, installing a night depository and offering safe deposit boxes at the new branch office.     

The Mission!

Your mission, should you choose to accept it, is to manage the risks created by the Boards vote to build a branch office near the plant and expand member services. Conduct a burglary analysis and prepare a report for your boss to take to the Board of Directors. Focus on the risks created by the Boards vote to build near the plant and expand member services.  

Use the three step RM process (identify, measure, control) and the five RM controls (avoid, reduce, spread, assume and transfer). Keep your report short, simple and focused so it will be read, understood, and acted upon. Prioritize your recommendations to bring attention first to the most important and offer supporting RM logic to assist your boss when questioned by the Board. Remember, many reading your report may not have a risk management background. Good luck! Considering you’ll be the head teller at this new location, your job and your life might depend on the Board’s response to your report.

Author’s note: Risk Management reports by design point out weaknesses that need to be corrected. It is therefore most appropriate to discuss your recommendations first with those responsible for the day to day operations, then with upper management and finally, through upper management to the board of directors. The most effective RM controls are those that are designed, implemented and supported by everyone in the chain of command. If you violate the chain of command, you run the risk of violating a trust that’s so important to an effective risk management program. Managing risks is a team effort. 

Cover Letter to Your Boss: 

Dear Mr. I. M. Boss:

I heard last night on the six o’clock news that our Board of Directors voted to build a new branch office next to the main plant. They also voted to expand member services at this branch to include cashing payroll checks, selling traveler checks, accepting night deposits and offering safe deposit boxes. 

While most of our members live near the plant there is a rumor that the plant is about to be sold and the new owners intend to move all plant operations to the industrial plant across town. If the rumors are true, we risk making a long term capital investment at a soon to be vacated site.  

As security officer, I consider a move to the industrial park as positive. It will take us from a hight crime rate neighborhood to a low crime rate industrial park protected by a variety of modern security systems. Using principles of security integration, we’ll be able to benefit from the park’s access controls, alarm and surveillance systems and armed guards. Whether we move or not, the expanded member services and the increased currency exposures will require we install high grade physical, alarm and surveillance systems. 

I completed a burglary self assessment prepared the following report for your review. Considering the Board of Director’s votes and public announcement, I recommend you take this report to our Board as soon as possible. 

Respectfully Submitted

Rich Woldt, CPP, CFE

Credit Union Security Officer 

Due Diligence before Building - New Branch Office Next to the Main Plant: 

Recommendation:

Before investing in real estate near the existing plant, it’s important to fully understand our sponsor’s long term plans. a long term investment in real estate we must confirm to members, it’s important we confirm our sponsor’s long range plans. 

Building Security - Exterior building security: 

by first reducing the value of his target and then creating enough obsticals  The goal is to reduce While every credit union can be a burglary target, most there is much you can do to discourage most burglars. Most are lazy, poorly financed and not all that bright. 

 detect, delay and deprive delay and detect the burglar before  of the would-be burglar, there is much you can do to prevent  Every building is a target. The question is, how attractive is the target to a would-be burglar and what obsticals can you put between the burglary and his 

Every building is a burglary target. The question is how attractive is it and what can you do to discourage the burglar. The question is, how attractive is it to the burglar. Locate in a high crime rate area, store excess currency, blank traveler checks, collateral, and negotiable securities, and you can convince any burhelp the target and how much effort, time and money will the burglar invest to succeed. Therefore, your first Risk Management step should be to reduce the amount of cash items such as currency, traveler checks, coin collections, etc. to a level that allows you to provide good service while not exposing unnececary cash items or valuable proberty.  

Physical Location:  ___________________________________________________

	A.                                               Assets on Hand
	OK or N/A
	We Need Help

	· Maximum Currency Stored: _____________​​​​______________________ ______________________________________________________________________________________________________________________

· Maximum Travelers Checks Storaged: __________________________ ___________________________________________________________ ___________________________________________________________
· Total Value of all other cash items (jewelry, negotiable securities, collateral, etc.): ______________________________________________ ___________________________________________________________ ______________________________________________________________________________________________________________________
	
	

	· Are all currency and Traveler Checks stored in “adequate” UL rated burglary resistant containers? __________________________________________________________
	
	

	
	
	

	B.
Currency Vault
	OK or N/A
	We Need Help

	What is the total value of cash items (currency, traveler checks, etc.) stored in the Currency Vault during non-business hours?  ________________________ __________________________________________________________________ ___________________________________________________________________
	
	

	1. What alarm components (door contact, heat sensor, sound detectors, etc.) protect the vault? ___________________________________________ _______________________________________________________________ ______________________________________________________________________________________________________________________________
	
	

	2. When were staff last trained to properly use combination locks?_________________________________________________________
	
	

	3. Are combinations properly stored? ________________________________
	
	

	4. Are there adequate separations of access controls? __________________
	
	

	
	
	

	C.
Record Vault
	OK or N/A
	We Need Help

	1. What is the total value of cash items (currency, traveler checks, etc.) stored in the Records Vault during non-business hours? ______________________________________________________________________________________________________________________________ _______________________________________________________________
	
	

	2. What alarm components (door contact, heat sensor, sound detectors, etc.) protect the vault? ___________________________________________  ______________________________________________________________________________________________________________________________
	
	

	3. Where is the alarm control cabinet located? _________________________ _______________________________________________________________
	
	

	4. Who manufactured and what is the model name and number of any internal and external line security protecting the vault alarm system? _______________________________________________________________ _____________________________________________________________________________________________________________________________________________________________________________________________
	
	

	D.
Record Safe
	OK or N/A
	We Need Help

	1. What is the total value of cash items stored in each Record Safe? _______________________________________________________________ ______________________________________________________________________________________________________________________________
	
	

	
	
	

	E.
Fire-Resistive Files
	OK or N/A
	We Need Help 

	1. What is the largest cash item exposure stored in any one Fire-Resistive File? __________________________________________________________ ______________________________________________________________________________________________________________________________
	
	

	2. Are loan files stored in Fire-Resistive Files? _________________________
	
	

	
	
	

	F.
Money Safes
	OK or N/A
	We Need Help

	1. What is the UL, SMNA or other burglary resistive rating on money safes at this location? ___________________________________________________ ______________________________________________________________________________________________________________________________
	
	

	2. What alarm components (door contacts, heat sensors, sound detectors, capacitance, etc.) are on each safe at this location? ___________________ _______________________________________________________________
	
	

	
	
	

	G.
Alarm System
	OK or N/A
	We Need Help

	1. Is Internal Line Security installed and used? _________________________
	
	

	2. Is External Line Security installed and used? ________________________
	
	

	3. Where is the alarm control cabinet located? _________________________
	
	

	4. How many hours of standby power are dedicated to object alarm systems? _______________________________________________________________
	
	

	5. Our alarm reports to: ____________________________________________
	
	

	6. What perimeter and/or area alarm components are installed and used? _______________________________________________________________
	
	

	7. Describe alarm shunting procedures: _______________________________
	
	

	8. When was the last time the alarm system was tested and serviced? _____ _______________________________________________________________
	
	

	9. Describe your key control and combination control procedures? _______ _____________________________________________________________________________________________________________________________________________________________________________________________
	
	

	10. When were employees last trained on the following:                                Key and Combination control procedures? __________________________   Alarm system and shunting procedures? ___________________________ _______________________________________________________________
	
	

	11. Are spare keys adequately protected against unauthorized use? ________
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